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The Identity Risk
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Today, Digital Identities are used everywhere and associated to everyone and everything

The scenario

The more they are used, the more they 

become a complex and interconnected 

ecosystem of relationships!
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What do we mean by “digital identity”?

For organizations, Digital Identities are huge assets, as they allow external agents to access the 

critical digital services of the organization!

 As such, identities are a key target for some (threat) communities of agents

Information on an entity used by computer systems to represent an external agent

(person, organization, application, or device)

ISO/IEC 24760-1 

defines identity as "set 

of attributes related to 

an entity".

Information contained in a 

digital identity allows for 

assessment and 

authentication of a user 

interacting with a business 

system on the web to access 

digital services
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How are digital identities used? 
The Identity lifecycle

Relationship

Begins

Relationship

Ends

Joiner Process
(provisioning)

Leaver Process
(provisioning)

CREATE IDENTITY
• Initial provisioning
• Entitlement Assignment
• Role and Rule Mapping

CHANGE IDENTITY
• Initial provisioning
• Entitlement Assignment
• Remap roles and rules

COMPLIANCE
• Identity Intelligence
• Access review and 

certification

SELF SERVICE
• Access request/change
• Password management

• Provide the context to discover 

the relevant threats to consider for 

the identities and possible impacts.

• At the same time, this information 

can be used to measure the 

severity of the risk

ACCESS RESOURCES
• Authentication
• Authorization
• Access Policies
• Single Sign-On
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Risks in using identities
In general, the concept of risk is about something that happens (event) over an asset, causing an effect 
and leading to a consequence that can impact the business objectives:

Example: a cyber criminal community (threat) causes a data breach (effect) of personal information (asset) leading to a 
fine (consequence) that impact the company market share (business impact)

 The risk associated to the usage of digital identities (very high level…)

 The effect of misuse(*) of identity information in using a digital service

 Unwanted outcome (CIA impact) that stems from an unexpected use of identity information

(*)  "misuse" means "unwanted" or "unexpected" and this can be about both a malicious or unintentional behavior.

A shared definition of "identity risk" does not currently exist, but similarly to other risk categories, some 

definitions are possible:

Threat
Identity Asset

(something valuable)
Effect Consequence

Business Impacts
• Avoid Frauds (integrity/extend privileges)
• Avoid identity thefts (confidentiality/steal 

credentials)
• Identities must always be available 

(availability)
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 Every organization can be split into the technology (security) domain and business domain
− Technology domain typically manages the identities
− Business domain typically consumes the identities

 This implies that to address Identity Risk we need to consider both technology and business contexts 

Identities in organizations

Identity Risk=Technology Risk

Consume Identities

Manage Identities
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What if all of this could be achieved automatically?

Mitigating Identity Risk…

GOAL:

Minimize 

Identity Risk

 ASSESS Identity Risks
• Identify most relevant scenarios (potential risks)

• Measure them using a model

• Compare against threshols

 Take ACTIONS to reduce risks
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Mitigating Identity Risk… leveraging on automation!

Risk
Model

• Threat
• Identity asset
• Vulnerabilities
• CIA effects
• …

Measure
Identity

Attributes

Measure
Business 

Information
Calculate Risk

Business
Domain

(GRC System)

Technology
Domain

(Identity System)

Send feedback
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Integration is key
Identity (e.g. policy violations) and business (e.g. process criticality) attributes can be gathered 

from an IAM  and GRC system respectively
 Typically these systems are organized as silos

 To achieve our objectives, integration is key: this is what you can achieve with the RSA products

RSA SecurId and RSA Archer GRC Suite

Business

Application
Services

Archer

Netwitness
Read Events

SecurId

Read Identity
Data



12 ©2020 RSA Security LLC or its affiliates. All rights reserved.©2020 RSA Security LLC or its affiliates. 
All rights reserved.

RSA Archer ® Suite
A leader in the Governance Risk and Compliance solutions
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Introducing The RSA Archer Suite

ECOSYSTEMR S A  R I S K  A N D  
C Y B E R S E C U R I T Y  

P R A C T I C E

R S A  C O M M U N I T Y  

R S A  E X C H A N G E

R S A  U N I V E R S I T YR S A  
P A R T N E R S

RSA ARCHER SOLUTIONS

IT & SECURITY 
RISK 

MANAGEMENT

ENTERPRISE & 
OPERATIONAL 

RISK 
MANAGEMENT

AUDIT 
MANAGEMENT

REGULATORY & 
CORPORATE 
COMPLIANCE

BUSINESS 
RESILIENCY

THIRD PARTY 
GOVERNANCE

PUBLIC 
SECTOR

Business Context

RSA ARCHER 
PLATFORMIntegrated Risk 

Management Portal
Adaptive Integration 

Engine
Administrative & Development 

Environment
Risk Data 

Store
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Key Features of the RSA Archer Platform

Embedded reporting engine 
with ability to create global and 

personal dashboards

“Application Builder” to 
modify pre-built applications and 

build your own without coding

Multiple options for data 
integration including import, 
Data Feed Manager and API

Common user experience 
including branding across your 
risk and compliance processes

Robust access control at the 
Application, Record and Field 
level and System Auditing

Search engine across all 
data enabling analytics 
and data visibility

Advanced workflow
capabilities with visual workflow 
builder and notifications

Shared data model that crosses 
processes and builds business context 
for all risk and compliance processes 
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Modular and Progressive Approach: Archer Use Cases

• IT & SECURITY POLICY PROGRAM MANAGEMENT

• IT RISK MANAGEMENT

• IT SECURITY VULNERABILITIES PROGRAM

• CYBER INCIDENT & BREACH RESPONSE

• CYBER RISK QUANTIFICATION

• IT CONTROLS ASSURANCE

• IT REGULATORY MANAGEMENT

• PCI MANAGEMENT

• INFORMATION SECURITY MANAGEMENT SYSTEM 
(ISMS)
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Modular and Progressive Approach: Archer Use Cases

Applications
• App-Criticality
Applications

• App-Criticality

Identities
• Ide-Criticality
Identities

• Ide-Criticality

Accounts
• Acc-Criticality
Accounts

• Acc-Criticality

Risk Roll-Up
Hierarchy

(Business Units Processes)
Hierarchy

(Business Units Processes)

Business  Hierarchy
(Business Units Processes)

iRisk Manager (IRM)

Roles
• Rol-Criticality

Roles
• Rol-Criticality

Parent

Child

SecurId IAM SecurId IAM 

App-
Risk
App-
Risk

Acc-
Risk
Acc-
Risk

Ide-
Risk
Ide-
Risk

Rol-
Risk
Rol-
Risk

The SecurId-related identity 
objects (proxies) are created
Objects are connected to a 
central IRM object to provide a 
unified view

Objects are linked to the 
business hierarchies to allow 
risk aggregation

Object records are fed with the 
data coming from SecurId
(CSV file via data feeds)

iRisks are calculated 
automatically for each record 
and aggregated into the IRM

iRisk Values are sent back to 
SecurId for its consumptions 
and implement the closed loop 
feedback

Security 
Incident 
ManagementRSA 

Netwitness
RSA 

Netwitness

Netwitness
Endpoint

Netwitness
Endpoint

Endpoint-Specific 
Information

Devices
• Dev-Criticality

Devices
• Dev-Criticality
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Identity Risk Management Dashboard
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RSA SecurID® Suite
Modernize Secure Access 
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RSA SecurID SUITE
RSA SecurID Suite enables organizations of all sizes to
mitigate identity risk and maintain compliance without
impeding user productivity. It ensures users have
appropriate access and confirms they are who they say they
are with a modern, convenient user experience

RSA SecurID Suite provides unified 
visibility and control across 

organizations’ many islands of identity. 

Identity Governance 
& 

Lyfecycle

SecurId
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• User Creation

• Badge: activation

• Access to the Corporate

• Asset Supply

• Access to the applications:

• Profiling

• Policy

• etc..

• User Creation

• Badge: activation

• Access to the Corporate

• Asset Supply

• Access to the applications:

• Profiling

• Policy

• etc..

• Badge: deactivation

• VPN access request

• Out-of-Office / Sickness

• Request access to specific 
applications (never been accessed)

• Remote Worker Profile

• Change Office Address to home

• Badge: deactivation

• VPN access request

• Out-of-Office / Sickness

• Request access to specific 
applications (never been accessed)

• Remote Worker Profile

• Change Office Address to home

Permissions Before and after Covid
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 GOVERNANCE OF THE IDENTITIES

 ACCESS TO WHAT I NEED

 DIFFERENT IDENTITIES

 RISK MITIGATION

Identity Governance 
& 

Lyfecycle

Adopting RSA as Identity Solution
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VISIBILITY AND 
GOVERNANCE

VISIBILITY AND 
GOVERNANCE

WHO CAN 
ACCESS?
WHO CAN 
ACCESS? WHO 

CAN 
DO 

WHAT?

WHO 
CAN 
DO 

WHAT?

HAS AN 
ACCOUNT 

BEEN 
REMOVED?

HAS AN 
ACCOUNT 

BEEN 
REMOVED?

ARE WE IN 
COMPLIANCE?

ARE WE IN 
COMPLIANCE?
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STEP 1: VISIBILITY & 
CERTIFICATION

STEP 2: POLICY 
MANAGEMENT

STEP 3: ACCESS 
REQUEST

STEP 4:  ROLE 
MINING

STEP 5: 
PROVISIONING

Identity 
Governance 

& 
Lyfecycle

A phased approach: Identity Governance



24 ©2020 RSA Security LLC or its affiliates. All rights reserved.

Workflow: handle the RISK
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Adopting RSA as Strong Authentication

Risk-based Authentication
Access in context

RISK RISKYPASS DENY

Device AppRole Location Behavior

MACHINE 
LEARNING

Modern MFA Methods 
Easy & convenient

Push Mobile OTP Biometrics Text Msg Voice Call

ProximityHW Token WearablesSW Token FIDO

Assurance Levels
Challenge according to the level of risk

Security

R
is

k

Pervasive MFA
Certified and supported

Many others…

SecurId



26 ©2020 RSA Security LLC or its affiliates. All rights reserved.

Trusted location

Granular policies to manage any situation

Identity Confidence
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User Attribute-based authentication

DEPARTMENT

LOCATION

TITLE

LAST LOGIN

SUPERVISOR

ENROLLED?

DEPARTMENT
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SSO Portal and Users Enrollment: An Easy Way!
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Alert: increase the Identity Assurance
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Workflow in action after an alert
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An immediate reaction to an Identity Risk

TOKEN CODE
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A B AC K D O O R  TO  Y O U R  E N T E R P R I S E

of enterprises fail to discover the 
privileged access accounts in their 
environment. 

never tried to find privileged 
accounts in their environment

fails or forgets to revoke permissions 
after a privileged user has been 
removed: orphan account

Orphan Accounts
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Make it easy: Business descriptions!
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Quarterly review with escalation
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 Assigned tasks (Approvals, Activities, Reviews, 
Remediation) can be delegated

 Tasks are always visible to the delegate, delegator 
and user 

 Detailed history of the requests and delegations

Out-of-Office and Delegation
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FILTER
Search Criteria /

Lookup users

USER 
ATTRIBUTE

AUTHENTICATORS

TOKEN CODE

department location

title ... Other...

ASSURANCE 
LEVEL

1 2 3

CONFIDENCE LEVEL

behavior browser

device ... Other...

Access to an application

PASS DENY
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CONFIDENTIAL

Benefits RSA SecurID® Suite
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Digital identity is pervasive and still the main trigger of most cyber attacks

 Identity risk is a major component within the operational risks, and it’s 

characterized by a very high volatility

 This risk can be measured considering both technology and business factors

 To effectively address and mitigate this risk, speed is a key factor!

 This requires both automation and integration across the products that 

manage the identity and governance information

 The RSA SecurId Suite and RSA Archer Suite allows you to achieve this goal! 

Conclusion
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Thank You




