Malware WannaCry
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Venerdi 12 maggio ore 9:24

Ooops, your files have been encrypted!

T I f ) . . S
. b s . 'What Happened to My Computer?
. 'Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without

lour decryption service.

Payment wil be raised on | S My Filas?

51772017 06:01: @WanaDecryptor@ and easily. But you have

=] @WanaDecryptor®.bmp - Windows Phol
Time Left ;
Fle v Print ~ E-mal  Bum fme Le You did not pay er we did net confirmed your payment! king <Decrypt>.

Pay nowif you didn't and check again after 2 hours. L
price will be doubled.

Best time to check: 900am - 11:00am GMT from Monday te Friday. r your files forever,
couldn’t pay in 6 months.

Your files will be lost on|
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3k click <About bitcoin>
) Please check the carrent price of Bitcoln and buy soms bitcoins. For more information,
Time Left

click <How to buy bitcoins>
And send the correct amount to the address specified in this window.
\After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this address:

giornalistico su -
WannaCry a cura di
ABC News
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Venerdi 12 maggio

) FLASHPOINT

Chris Camacho, chief
strategy officer presso la
societa di sicurezza
informatica Flashpoint
rilascia la seguente
dichiarazione alla ABC News:
“There’s nothing you can do
but pay once you’re hit, if
you need that data back,
you’re going to pay.”
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Venerdi 12 maggio ore 19:01
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Tiziano Toniutti ©
@tizianotoniutti

Maxi attacco hacker mondiale: il virus
#\Wannacry chiede riscatto. Bbc: "Colpita
anc... repubblica.it/tecnologia/sic ... via

@repubblica

Un "ransomware" lanciato su centomila sistemi in 105 Paesi. Chiede soldi in Bitcoin, incognita l'origine.
Pagamenti in corso, rischio truffa. Colpita anche l'Italia

di TIZIANG TONIUTTI
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Gaia Angela
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Cyber Weapon Virus Ransomware

CYBERHAZARD
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Venerdi 12 maggio ore 20:38

In stretta collaborazione con il SOC risultano
implementati tutti gli loC conosciuti relativi a
WannaCry.

Partono le attivita di verifica e monitoraggio che si
protraggono per tutto il WeekEnd.
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Lunedi 15 maggio

Laboratorio Universita di Bicocca
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Cosa abbiamo imparato

1. Tessitura di rapporti con l'intelligenza collettiva
della rete

2. Strumenti di intelligence sia open che come
service

3. Unita di crisi attivata dal reperibile del CERT
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Domande ?

E-mail: fritrovato@sogei.it
Twitter: @FRitrovato

Grazie per I'attenzione
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